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I. [bookmark: _Toc244853729]Change Overview

	Field
	Details

	Change Title
	Client-Level Access Control Phase 1 + OMD Enhancements + OMD Mass Upload (Team Maui & Team Kailua) + reCAPTCHA v3

	Application/System
	Tech Apps

	Environment
	Production Environment

	Deployment Date to Production
	TBA

	Version/Build Number
	Version 2.14.3.1

	Release Type
	Feature Release

	Impact to Existing Users
	No impact to production users. This will enhance their experience and security in using the system.


II. [bookmark: _Toc244853730]Change Description

This release includes Phase 1 of Client-Level Access Control, OMD enhancements and hotfixes, OMD mass upload for Team Maui and Team Kailua, and reCAPTCHA v3 integration.
The changes aim to improve client data access restrictions, enhance existing OMD functionalities, update client team assignments, address employee assignment limitations, and strengthen authentication security through automated reCAPTCHA verification.











III. [bookmark: _Toc244853731]List of Changes (What’s new?)

	#
	Module
	Change Type
	Description
	Ticket/Sprint ID

	1
	CCTA Main View
	Enhancement
	Added cohort filtering and applied client-level access restrictions. Refer to Figure 5. CCTA Main View – Cohort Filtering
	Sprint ID: VAPT-PFUTA-4591399072
Ticket ID: 4543390443

	2
	CCTA Main View
	Enhancement
	Updated CCTA record navigation to open the form in a new browser tab while preserving the Main View. 
	Sprint ID: VAPT-PFUTA-4591399072
Ticket ID: 4574225042

	3
	CMD & CCTA Form
	Enhancement
	Added optional Team DL information and implemented a one-time backend mass upload to populate existing client records, with execution logging. Refer to Figure 3: CCTA – Team DL Information
	Sprint ID: VAPT-PFUTA-4591399072
Ticket ID: 4543390443

	4
	OMD Main View
	New Feature
	Implemented Phase 1 client-level access control using the VA Portal RBAC framework, restricting access to clients assigned to the teams users belong to or oversee. 
	Sprint ID: VAPT-PFUTA-4591399072
Ticket ID: 4590458207

	5
	OMD Mass Upload
	Mass Upload
	Mass Upload
Executed a one-time mass upload to assign Team Maui and Team Kailua to the corresponding client records in OMD, based on the validated team assignments.

	Ticket ID: 4579203896

	6
	UAM
	New Feature
	Replace the First Name and Last Name fields with an Employee Name dropdown populated with all active employees enrolled in EE-R.
Once saved, the employee’s name must be read-only to maintain a consistent mapping between the UAM account and the employee record in EE-R and prevent incorrect client access assignments. 
Refere to Figure 2: UAM - Employee Name Mapping
	Sprint ID: VAPT-PFUTA-4591399072


	7
	CMD & CCTA Form
	Hotfix / Bug Fix
	Removed EMD employment status validation to allow adding inactive or resigned employees to OMD. The employee's status in OMD remains Inactive, consistent with their status in EMD.
	Sprint ID: VAPH-4583722355
Ticket ID: 4583722355

	8
	Tech Apps Login
	Security Enhancement
	Add reCAPTCHA v3 to Login with token validation and score checking using a configurable 0.5 threshold.

Refer to Figure 1. Tech Apps Login – v3
	Sprint ID: VAPT-PFUTA-4575952261





















IV. [bookmark: _Toc244853732]SCreenshots
[bookmark: _Ref244853171]Figure 1. Tech Apps Login – v3
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[bookmark: _Ref244853151]Figure 2: UAM - Employee Name Mapping
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[bookmark: _Ref244853134]Figure 3: CCTA – Team DL Information
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Figure 4: Contract Record - Team DL Information
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[bookmark: _Ref242707430]         Figure 5. CCTA Main View – Cohort Filtering
Filter Section:
[image: ]

Cohort Name Hierarchy with Search feature: (Same functionality in EMD)
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[bookmark: _Toc244853733]V. Impact and Risk Assessment


	Area 
	Impact
	Details

	End Users
	Low
		
	No major changes to existing user workflows. Users will experience improved access restrictions and additional security verification.




	System Performance
	Low
	No significant impact.

	Downtime
	Low
	Deployment will be coordinated to minimize disruption for live users.

	Data
	Low
		
	Existing records will be retained. The OMD mass uploads will update the corresponding client team assignments and Team DL information based on the validated upload data.






[bookmark: _Toc244853734]Vi. What’s not included

Remaining OMD Team Mass Upload – Mass uploading the remaining team assignments is not included in this release. ACC-CS Leader and Members are still being gathered and validated with the respective team leaders. The upload will be handled separately once the required information is complete.
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